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• OBJECTIVES

o DEVELOP RELIABILITY ASSESSMENT TOOLS

*SOPttISTICATED SYSTEM CONFIGURATION

*MULTIPLE SOURCES OF UNCERTAINTY

[] F

2!zEVALUATE _hL All _CAB,_I,5. OF SURE 4- AND ASSIST

*SURE: SEMI-MARKOV UNRELIABLITY RANGE EVALUATOR

APPLICABLE TO A LARGE CLASS OF SEMI-MARKOV MODELS

EFFICIENT AND ACCURATE

AVAILABLE FOR VMS/UNIX/MS-WINDOWS OS _

*ASSIST: ABSTRACT SEMI-MARKOV SPECIFICATION INTERFACE TO THE

SURE TOOL

MODEL GENERATION TOOL FOR DIRECT INTERFACE WITEI SURE

PC}'_VEI_FUI_ AID TO MODELING COMPLEX SEMI-MARKOV PROCESSES

AVAILABLE FOR VMS/UNIX/MS-DOS OS _

*JUSTIFICATION FOR FURTtIER COMPUTATION SIMPLIFICATIONS

ON-LINE DECISIONS

UTILITY
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• SOMEBACKGROUND
o MARKOVPROCESS[7]:

IX(t) [ t C (0, oo)} Is A MARKOV PROCESS IFVt0 < tl "" < tn <

t, TIlE CONDITIONAL DISTRIBUTION OF X(t) FOR GIVEN VALUES OF

t_,uJ, "'', "_t_nJ DEPENDS (}NLY ON _t_n)

P(X(t) <_ z I X(t,,) = z,,, --., X(to) = zo) = P(X(t) < z t X(t,,) = z_,)

* ttOMOGENEOUS MARKOV PROCESS:

p(x(t) < x I x(t,,) = x,,)= P(X(t - to) < x Lx(o) : _,,)

WHITE'S INTERPRETATION:

CONSTANT RATE

INDEPENDENT COMPETING EVENTS

INI)EPENI)ENT SEQIIENTIAL EVENTS

F(t) (TIME A PROCESS SPENDS IN A STATE) IS EXPONENTIAL

P(T G t) = f(t) = 1 - e -f'(°)t

* SEMI-MARKOV PROCESS: A MARKOV PROCESS WtlOSE DISTRIBUTION

IS NOT EXPONENTIAL

• EXAMPLE: AFTI/F-16 FAULT TOLERANT FCS[ 10]

Functional dependency of subsystems in the I_FFCS

Standard

,_;_, _.....
_ _ , _, _7_

Less standard

o A PARALLEL-TO-SERIES INTERCONNECTION OF 5 BLOCKS

* ELIGIIT CRITICAL PROCESSORS

POWER SUPPLIES, I)IGITAL PROCESSORS

I/O CONTROL MODULE,

* PILOT COMMAND SENSOR

* AIRCRAFT STATE SENSOR

* EFFECTOR

ACTUATORS, SURFACES, INTERFACE UNITS
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• SOME PROPERTIES OF THE REI,IABILITY MODEL

o BUILI)IN(] BLOCKS: SUBSYSTEMS (NO SPARES_ NO REPAIRS)

o REI)UNDANCY TYPE: HARDWARE AND FUNCTIONAL

o FAILURE: CONTROL PERFORMANCE DEPENDENT

S_;BSYSfEM FAILURE

I.ACK OF REDUNDANT CONTROL AUTHORITY

o I,'AILURE DETECTION: RESIDUE BASEl)

RESIDUALS ARE NOISY

RECONFIGURATION DECISIONS INVOLVE RISKS

o MISSION TIME tin: SHORT

o IIOLDING TIME DISTRIBUTION F(t): DIFFICULT TO DETERMINE

NO BASIS FOR ASSUMING EXPONENTIAL

POSSIBLE TO BOUND BY EXPONENTIAL DISTRIBUTIONS

1-e :_tt < F(t) % 1-e -_''t,

o WItAT TO EXPECT. 9

RIGttT ORDERS OF MAGNITUDE

t _< t,.

(CONT'D) PECULIAR TO FUNCTIONAL REDUNDANCYPROPERTIES

o SYSTEM ARCIIITECTURE: MORE COMPLEX IN GENERAL

* LESS SYMMETRY _ HARDER TO OBTAIN A RELIABILITY MODEL

o DEATtl STATE: DICTATED BY RELIABILITY REQUIREMENTS

INOPERATIVE WiTH MAJORITY

* OPERATIVE WITHOUT MA,1ORITY

* NO.1 CAUSE OF DEATII _ UNSUCCESSFUL RECONFIGURATION

FALSE ALARM

MISS DETECTION

FALSE IDENTIFICATION

FALSE RECONFIGURATION

* EXttAUSTION OF FUNCTIONAL REDUNDANCY

o '.:OVERAGE _(l): NECESSARY

* tlIGftLY SCENARIO DEPENDENT;

. VERY DIFFICULT TO ESTIMATE;

* tIIGHLY TIME DEPENDENT;

* ttARD TIME LIMIT (tmuj, < DEPARTURE TIME)

c(t) c(t .......)
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• AN EXAMPLE OF CALCULATED (',OVERAGE

o SCENARIO 750/70 LOSS OF CANARD EFFECTIVENESS

o I)ATA

MODEL OF THE AIRCRAFT

MEASURED ANC;LE OF ATTACK AND PI'|'CH ANGI,E

o FACTORS AFFECTING 'ritE VALUE OF COVERAGE

PERFORMANCE OF CONTROL_ DIAGNOSTIC_ DECISION MODULES

o RESIJLTS

A I,UCKY SITUATION OF ACttlEVING 0.9999 AFTER 4.2 SECONDS

AT T:0.5S, LOWER BOUND OF COVERAGE IS ONLY 0.75

. /
/

/

/

• RELIABILITY ANALYSIS OF TIlE PROCESSOR BLOCK

Semi-Markov process:

Degradable 4-pie× with full reconfiguration

o BI,OCK FAILURE PROBABILITY BOUNDS

tI i , I

/ I I _ :

1
E I i ,

i,, ! i r " :

, , , J i

H, '" , i 1

10 " ' i : -
i I i ,

h i ,

i,, 1 2 _ I

A= 10 _'

# c [1(/-4, ]()_]

a=l(} 2

C01 -- C12 -- C23-- ]

t,,, = 1
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• REI,IABILITY ANALYSIS OF TIlE PROCESSOR BLOCK

RECONFIGURATION IS NOT COMPLETE

4).( 1-Cm) _ "._-_3).C1:y._ _. 2X

Semi-Markov process: _ "-CJ x_\k

Degradable 4-plex with incomplete reconfiguralion

O BI.()CK I,'AIIAIRE PROBABIIATY BOUNDS

=zzz_z_czzzLzc : : r

7==x=Tmz 2qzzzzzqzzzzz_z_z_

22222 752Z]TTq]]]ZZC22_2

L(,' i • I •

t l _ m

= 10 s

tz = 10

cr = 10-2

Co_ e [0.99, 1.0]

Ca2 _ [0.95, 1.[)]

c2: e [o.9o, .o1
t,. = 1

• SURE RELIABIIATY ANALYSIS OF 'FILE PROCESSOR BLOCK

INSTANTANEOUS REMOVAL OF A FAULTY SUBSYSTEM

Markov process:
Degradable 4-plex wilh incomplete reconfiguration

0 BLOCK FAILURE PROBABILITY BOUNDS

" , . t[u F
! I r

'°'I F :
q

i

,. i _ i

i

I , I i

i I

I i

[ i i

: ! I

o o z u _ n

A = 10-5

,, __ (_ f',

C,u _ [0.99, 1.0l

C_ • [0.95, 1.0}

C_:_ • [t).9o, _.o]

t,. = 1
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• EFFECTSOFNEGLECTINGREMOVALTIMES
o BLOCKFAILUREPROBABILITYBOUNDS

L i

l I_ • L •

i

bO I

i I

b i i I

i I i i

t i J I i

E_ It

O BLOCK FAILURE PROBABILITY

:o + , T +

io

n 1 k

la 1 I •

1 t l

+ + i
10 " + , +

n i I

i
00 'o

+

I i
.o

la I : _ J
op 00 +e oB

A- 10-5

/_ = 10-1

Co, E [0.99, 1.0]

C12 E [0.95, 1.0]

C23 E [0.90, 1.01

t., = 1

A = 10-_

_t = 10 4

(;']ol E [0.99, 1.0]

C12 E [0.95, 1.0]

(7]23E [0.90, 1.0]

t., = 1

• FURTttER SIMPLIFICATION OF THE PROCESSOR MODEL

la _

ll , i

t L

,°% .... :

° / I _ J

o o_ o+ o_ oa +

pf _ (1 - Co,)4At,,,

O A SYSTEM WITtt AN EQUIVALENT FIRST ORDER EFFECT

C==:5

o VALID IF RELATIVE TO TIlE FAILURE PROCESS

REMOVAL OF FAULTY SUBSYSTEMS IS FAST

MISSION TIME IS SHORT
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• JUSTIFICATION OF 2ND APPROXIMATION

o AN 'r+ 1 STATE MARKOV PROCESS

@ i 0 indica|cs deatha

> n-r indica|_:s a _lalt: wilh i i_pc[a[ivc subsysl_ms and

j inoperalivc ._ubsyslems Iha| hawz nol been removed

o FAIIAJRE OF AN 71-SUBSYSTEM BLOCK

r OR MORE FAILED SUBSYSTEMS_ OR

INCCORECT RECONFIGURATION DECISION

o SOME NOTATIONS

)_: FAILURE RATE OF A SUBSYSTEM

tin: MISSION TIME

Pij(t): TRANSITION PROBABILITY

Cij: COVERAGE OF a TRANSITION

• COMBINATORY APPROACH

poo(t) pro(t) p02(t)-'" po,.(t)

P(t) -
0 pll(t) px._(t)'" pl,(t)

0 0 p22(t) "'" p2,.(t)

I :

o ... o t,,.,.(t)

whoIO

n.- i ) q)-i(t)(1 - q(t))"-iCo,p,j(t)= J i

pij(t) = O,

p.(t) 1 ""-_= - Zj=i Po(t),

;,.,.(t)= 1

i<_j<r

i>j

0<i<r-1

q(t) = (1 - e-xt)

IS TIlE SUBSYSTEMFAILUREPROBABILITY

o TRANSITION RATE MATRIX O _ P(0)
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• AN ALTERNATIVE WIIEN Q is KNOWN

WHERE

/)0_1)_(, vl} IS TIlE P.T.M.

Q(,.+I)×(,.+I) is THE T.R.M.

P(t) = P(t)Q(t)

PI = [P(t)](1,,.+l), t _< t,,,

o COMPOSITE FAILURE PROBABILITY

OF _t CASCADED BLOCKS

* 11[ * [* Zk_]](IJ'_ 1)]

, l

Q
nA Co irmA 0 -.. 0

0 -('n-l)A C_(n-1)A O ...

i 0 "..

(} ... 0 .... (,n - r ÷ 1)A

I 0 -.- 0
L

O Q INDEPENDENT OF t

HOMOGENEOUS MARKOV PROCESS

[1 Ct)l]nA ]

[l (-'12](r_- I)X

(n r t I)A

'} ]

P(t) = e (2t

N t
= p

(1r _0 L_N EULER _.DDROX_I.UATION

z)

._ ([ + Qt), TAYLOR EXPANSION

= [P(t,,,)](,,,.+l)

[Q](:,,+nt,,,

= [1 - Col]riM,,,
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• APPROXIMATION ERROR

Ps(t) = [P(t)]l,,._l

= [_]1,,,_ 1
N

1[ i1.....= lira V" (Ot)

DEFINE THE APPROXIMATION ERROR

e = Ps(t) - P'_"P"°*(t)

TtlEN

NOTE TIIAT

N 1 i
e(t) = .lira y _,[(Qt)]1,..1

rv_oo i=2 "t.

I[Ltd t) Jl,r+ll "- [ I "+" l)kttAt')

TIIEREFORE

lel
U 1

< lira Z-(r + 1)(nAt) i
-- N_0¢i=:2 i!

< (r + 1)(nAt) 2 N 2 n, kt i
l_, E (--)

-- 2 N ooi=0 2

_ (r+l)(nAt) 2 ,,At <2
2 - nat '

< (r+l)(nAt)2, nat < 1

• SOME REMARKS

o GOOD APPROXIMATION

(r + 1)(.At) 2 << (1 - Gn)r, At

ou

G)I < 1 --n2At

o REDUNDANT SYSTEM VERSUS SIMPLE SYSTEM

[1 - C01]r_At,,, < /_t,,

OR
1

Gn>l--

, , T_ r --C0] DECREASES AS ,, INCREASESo IN (,EN=RA,,, I ,,

THERE IS AN r_ AT WtlICII

n_n(1 - C<)_At,.

IS ACttIEVED

o EXAMPLE

REDUNDANCY MANAGEMENT

VOTING

VOTING

COMPARING

n Cm (1 - G)l)r_,

4 0.992 0.032

3 0.99 0.03

2 0.89 ')9(}.,..
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• EttRORDUETONEGLECTINGREMOVALTIMES
o OMITTEDPATHSTODEATHSTATES

4"(u 11 3. 22

t-_(,) _x_ (, •

o HIGHER RATES TO DEATH STATES

- Ci,i_ 1 _ 1, *E(t) _-- 1

,5 AFFRGXIMATIGN ERRGR I;()I.ND

3 5-j
apFrox.

e = Pl - PI < E l-[ (5 - i)(1 - e-_t)e -(4-')at
jlil

3 5-j

_< Z I1 (5 - i)A = 4.3)_2t(2 • _2t2 + 2- _t + 1)
j lz 1

1

< (4At) 2, (At)<

o GOOD APPROXIMATION

(1 - Cm)4M >> (4£t) 2 ¢* C01 << 1 - 4M

• (]ENERAL ERROR BOUND FOR NEGI,ECTING REMOVAL TIMES

,m,,,,*. ( r,! i)i( 1 _ e_._t)ie_._(2,,_ i l)_t= pl - Pl < _ ,,,,-
i=2

7"1! r 2F

'-_in - i)! ,=o

-- r,(r,- 1)(At) 21 -[(n- 2)At] '-1i - [(;
1

< "--,,(nAt)2, nat <--
n-2

o GOOD APPROXIMATION

OR

(1 - G_)n._t >> (mXt)2

Co_ << 1- n)_t
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• ANALYSISOFTIIE EFFECTORBLOCK

Surface

C/E Surface

C/E Surface

C/E Surface

C/E

Surface

-4 C/E F-
] Surface Surface ,[

_ acLuamr L£_J actuator

C/E C/E

I. C/E means computer/effector interface

in triplex/quadruplex configuration

2. 3 out of 4 #1/#2 effectors required

3. Either #3 or both #4 effectors required

• SURE AND ASSIST ARE NEEDED IN ttlGtt COVERAGE MODELS

o A SIMPI,E CASE STUDY

• EXAMPI,E: DEGt{ADABLE 2-PLEX CONTAINING 3-PLEX 1-PLEX'S

4

I , 4 _ t !

I h

At = 10 -5 , A2 = 5.0 x 10 -6, t,,, = 1.0

C,[, e [0.99, 1.o1

c_ e [o.05,1.o]

C_:_ E lu.:}t,, l.,,i

C_1 E [0.99, 1.0]

o A SIMPLIFICATION WITH AN EQUIVALENT FIRST ORDER EFFECT

3)_ 1 AND /_2 ARE OF THE SAME ORDERS OF MAGNITUDE

ell AND C21 ARE OF THE SAME ORDERS OF MAGNITUDE

Con' Co_2

COl 1 ('Dl l

o SIMPLE FORMULA

5 = 0_[1 - Gl,lt + 2_[1 - ci_lt, t <_t,,,
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o STATETRANSITIONDIAGRAM • USINGASSIST AND SURE

(, Markov _d_l qeneraLion _or a 2-channel )-pl_x--l-plex degradable conttguratlon']

(, Failure rateg and coverages *)

LA-I.0E 5; (" subsystem failure r_te tot block A (]-plex block)')

LB 5.0E-6; (" subsystem [ailure rat_ *or block B (l=plex block) ")

CAOl=0.99; (" coverage for the Ist failure in block A ")

CAI2=OIWS; (. coverage _or the 2nd failure [n block A *)

CA2) 0.90; (. coverage for the 3rd failure in block A *)

CBOI=0,99; (" coverage _or the failure in block B ,)

{* Input to SURE for coverage variation "}

"DELTA _ 0.0 TO+ 1.0;" (* Delta ti_s the coverage range = step size *)

"CAI2 0.95*DELTA*II.0 0._5);" (. CAI2 ranges tram 0_95 tu i.0 ")

CA23 , 0.90+D_:LTA-(I.0-0.90);" 1" CA2_ ranges from 0.90 to 1.0 *)

nCB01.CA01;_ (. CBOI tan_es from 0._9 to 1.0 .)

(, State space d_[inition. (Array ot two identical channels)')

SPACE=(NCA: ARF_Ay[I..2] OF 0..3, [. NCA: Number of operat*ve subsyste_ [n block A *)

NFA: A_RAY[]..2] OF 0..3, (, NFA: Numbe_ ot inoperative subsyste_ in block A ,)

NUA; A_RAY[].._] OF 0..l, (, NUA: Flag uncovered failures in block A when NUA=I *)

NCB: A_Y[]..2] OF 0.._, {* NC_: Nu_r at o_r_tiv_ subsyste_ i. _lock B ")

NFB: ARRAY(1..2] OF 0..I); (" NFB: Number ot inoperative SUbSysLe_ in block B *]

(. Initial state _efin_on ,)

START = (2 OF 3, Z OF O, 2 OF O, 2 OF i, 20_ 0); [" NCA{I]=3, NFAI*_=_, NUA[I] 0, NCB[II=I, N_B[I]=0, I=0,1 *)

(* Death state definition ")

DEATHIP (NFA{IJ+NFA[2]>5) (* At least one of block A or block B in each channel is inoperative °)

OR (NFA{1]+NFB[21>3)

o_ (NFB[I]+NFA[2]_])

O_ (NFB[II*N}'B[2]>I)

on (NUAI_I+NUA{_]>';); {, or any uncovered failures *)

(, State transitions in channel I, I=1,2 ")

_o_ _ IN I 1, 2];

IF (N_BII]=O) _ND (NPAIll0) THE_ (. ls_ _alLura in block A *)

T_TONCA[II:_CA[I I 1 , NVAilINVAI[I_I , _UA[_]=0 av NCAIII*LA'C^01; (" _owr_d')

T_ANTO NCA[II:_CAIII-L . NFA[I] NFA[r]+] , NUAIII=I BY NCA[II*LA'(I-CAI_]; t" un_over_o *)

ENd[e;

IF _Nraill 0_ ANO (NFA[II 2) TUrN (* _c_ failure in _lock A "_

T_ANTO NCA[II=N_A[I] I , NPA[ll_NFA[I]*_ , NUAII]=0 BY NCA[II*LA*CA2); _" covered')

TR_d_TO _CA[II=UCA[I]-I NFAill:NFAII]+_ _UAll]:I av NCAII]*I_'(I CA23); t" uncowred ,)

_No_e:

iF (NCBilL_L) A_D (NCAII]>0) TH_'N (. Failure in block a "l

T_ANTONUA[II=0, NCBI_}:NCB[I}-I , NFB[II=NFB[II+I By NCUlII*LB'CBO;; (* covere_*)

TRANTO NUAII]:I, UCB{I] NCBIT]-I , NFBIII:NFB[II+I BY SCBlTJ'[.a'(1 CAD1]; (" uncovered *)

L_bVOR;

o FINITE REMOVAL TIMES (JAN BE EASILY INCORPORATED
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o ANALYTICMODELWITttMINIMALSTATEDIMENSION

P(t) = P(t)Q(t), P(O) = I

AND Q is GIVEN BY

(;& 212 ¢;Al( _1 + 212( _{ 0 0

(} 10\ 1 ]l 2 |11('_2 4 (;_i('_i _ 2_2(rd_ [}

a o 12a, _;x: '_al('_a _,1a,('}.,+¢;11('_1 + 21.,(_1

(I [1 1} 18tl 812

I) 0 0 0

l) 0 0 0

11 l) 0 0

II 0

0 I1

() 0

12)'l(_L + l)'l('_, 0

ll)AI ¢112 811( "_2

0 111 |12

{I [l

61111 ('0111+ 212{I - ('_{l

,|I_[Ichl+¢;_,dl(Z,{+_dl-c_d+2__o
2Al11 ('_a1+21._,[1 ('_o]+¢ildl ('0111+41t[I ('12]I'1)Lo

|211{I(Zd+4_4{ ('_1+21_¢_,L,
811[1 ('_2] + 211 + ({12

1Ai+ 1A2

¢I

O THE ABOVE RESULTS IN TIlE SAME SIMPLE FORMULA

PI = [P(t)](l,7) --_ [@(_,r)t = 6A1[1 - Clm]t + 2A2[1 - Cg_lt, t <_t,.

o EFFECT OF SIMPLIFICATION

1o" :2:::z_:::2_2::::]

_227_77_,_222E_EEEZ_TT
r • _ { •
gTEZZX _ _ • _

,| i , _ i

===z:=========

i + i _ _ _ * ......
4 , _ .... * -

,[1o , l _ i

O MATRIX EXPONENTIAL V.S. ASSIST/SURE

in

ltl

l o

io

I(,'"

in

ziz_ 7zz ___ 7 7_zzz_

• , v 1

i r _ r

-I r I 7EEE

_nn vnszs_zz_znv: :

LT ]72 • _ L

I I i I
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• KEYTOENHANCEDRELIABILITY HIGIt COVERAGE

o CI)RRENTLY ACHIEVABLE VALUE IN FTFCS'. _

1 - C01 _ 10 1

o IMPROVEMENT DESIRABLE. 9

Rb;l)(it;llt)N Oi; 1 -- l-'.l'_' BY SEVERAL ORDERS OF MAGNITI;I)E

o ADEQUATE VALIJE. 9

1 - C(11_ r_2)_t,,,

o WtlEN TItE ABOVE IS ACttlEVED

-SURE IS NEEDED FOR ACCURACY

ASSIST IS NEEDED FOR MODELING

o A BY-PRODUCT OF ASSIST

TRANSITION RATE MATRIX OF A MARKOV PROCESS
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